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Introduction

AP Computer Science Principles introduces students to the foundational concepts of computer
science and explores the impact computing and technology have on our society.

With a unique focus on creative problem solving and real-world applications, the CodeHS AP
Computer Science Principles in Roblox course gives students the opportunity to explore several
important topics of computing using their own ideas and creativity, use the power of computing
to create artifacts of personal value and develop an interest in computer science that will foster
further endeavors in the field.

The CodeHS AP Computer Science Principles in Roblox course utilizes Roblox Studio and the
Lua/Luau programming language to teach students programming concepts. Students will build
worlds and games in Roblox, and they will be encouraged to use Roblox for their Performance
Task assessment. In addition, they will explore computer science concepts through Roblox
simulations.

Course Overview

Prerequisites: There are no official prerequisites for the CodeHS AP Computer Science
Principles course. This course is meant to be a first-time introduction to computer science and
does not require students to come in with any computer programming experience. However, we
recommend that students take an Introduction to Computer Science course prior to our AP
courses (more info at codehs.com/library). Students who have completed an Intro to CS course
will be able to apply knowledge of concepts covered in the Intro course to the more advanced
setting of the AP courses.

Overarching Course Goals:

e |Increase and diversify participation in computer science

e Students, regardless of prior experience in computing, will develop confidence using
computer science as a tool to express themselves and solve problems, and this
confidence will prepare them for success in future endeavors in the field of computer
science

e Students will understand the core principles of computing, a field that has and continues
to change the world


http://codehs.com/library

e Students will be able to develop computational artifacts to solve problems, communicate
ideas, and express their own creativity

e Students will be able to collaborate with others to solve problems and develop
computational artifacts

e Students will be able to explain the impact computing has on society, economy, and
culture

e Students will be able to analyze existing artifacts, identify and correct errors, and explain
how the artifact functions

e Students will be able to explain how data, information, or knowledge is represented for
computational use
Students will be able to explain how abstractions are used in computation and modeling
Students will learn to be informed and responsible users of technology

Learning Environment: The course utilizes a blended classroom approach. The content is a mix
of web-based and physical activities. Students will write and run code in the browser and in
Roblox Studio. They will create digital artifacts and engage in in-person collaborative exercises
with classmates. Teachers utilize tools and resources provided by CodeHS to leverage time in the
classroom and give focused 1-on-1 attention to students. Each module of the course is broken
down into lessons. Lessons consist of video tutorials, example programs to explore, written
programming exercises, free response exercises, collaborative creation projects, and research
projects.

Programming Environment: Students write and run programs in the browser using the CodeHS
editor and the third-party development environment Roblox Studio. Students will be able to write
text-based programs in the Lua programming language utilized in Roblox, and students will use
Roblox Studio to create graphical programs, games, objects, and worlds. Students gain
programming experience early on in the course that will enable them to explore the rest of the
course topics through computational thinking practices.

Technical Requirements: Access to a computer and high-speed internet is required. Roblox
Studio has additional requirements - refer to this FAQ article to see the full list of requirements.
Note that Roblox Studio will not run on Chromebooks.

To complete all activities and exercises in this course, students must have access to the 3rd party
sites and tools listed here: AP Computer Science Principles in Roblox Course Links

Quizzes: At the end of each module, students take a summative multiple choice unit quiz in the
style of the AP Exam that assesses their knowledge of the concepts covered in the unit. The
course also provides an AP Test Practice unit with a cumulative AP Practice Multiple Choice Test.

Course Objectives

This course is based directly on the College Board AP Computer Science Principles Framework.
We recommend reading the curriculum framework here for context. The main course objectives


https://help.codehs.com/en/articles/6066731-roblox-faq-and-technical-set-up-guide
https://docs.google.com/document/d/1gdI4tvgoO8v0Qct6nTY-M-wTC1VVxpiMpc5PUFwOFto/edit?tab=t.0
https://apcentral.collegeboard.org/media/pdf/ap-computer-science-principles-course-and-exam-description.pdf

are summarized below in the six computational thinking practices and five big ideas for the
course.

Computational Thinking Practices:
The six computational thinking practices represent important aspects of the work that computer
scientists engage in, and are denoted here by P1through P6:
e Practice 1: Computational Solution Design
o Design and evaluate computational solutions for a purpose.
Practice P2: Algorithms and Program Development
o Develop and implement algorithms.
e Practice P3: Abstraction in Program Development
o Develop programs that incorporate abstractions.
e Practice P4: Code Analysis
o Evaluate and test algorithms and programs.
e Practice P5: Computing Innovations
o Investigate computing innovations.
e Practice P6: Responsible Computing
o Contribute to an inclusive, safe, collaborative, and ethical computing culture.

Big Ideas:
The five big ideas of the course encompass foundational ideas in the field of computer science,
and are denoted here by B1through B5:

e Big Idea 1: Creative Development (CRD)
When developing computing innovations, developers can use a formal, iterative design
process or experimentation. While using either approach, developers will encounter
phases of investigating and reflecting, designing, prototyping, and testing. Additionally,
collaboration is an important tool to use at any phase of development because
considering multiple perspectives allows for improvement of innovations.

e Big Idea 2: Data (DAT)
Data is central to computing innovations because it communicates initial conditions to
programs and represents new knowledge. Computers consume data, transform data,
and produce new data, allowing users to create new information or knowledge to solve
problems through the interpretation of this data. Computers store data digitally, which
means that the data must be manipulated in order to be presented in a useful way to the
user.

e Big Idea 3: Algorithms and Programming (AAP)
Programmers integrate algorithms and abstraction to create programs for creative
purposes and to solve problems. Using multiple program statements in a specified order,
making decisions, and repeating the same process multiple times are the building blocks
of programs. Incorporating elements of abstraction, by breaking problems down into
interacting pieces, each with their own purpose, makes writing complex programs easier.



Programmers need to think algorithmically and use abstraction to define and interpret
processes that are used in a program.

e Big Ildea 4: Computing Systems and Networks (CSN)
Computer systems and networks are used to transfer data. One of the largest and most
commonly used networks is the Internet. Through a series of protocols, the Internet can
be used to send and receive information and ideas throughout the world. Transferring
and processing information can be slow when done on a single computer but leveraging
multiple computers to do the work at the same time can significantly shorten the time it
takes to complete tasks or solve problems.

e Big Idea 5: Impact of Computing (IOC)
Computers and computing have revolutionized our lives. To use computing safely and
responsibly, we need to be aware of privacy, security, and ethical issues. As
programmers, we need to understand how our programs will be used and be responsible
for the consequences. As computer users, we need to understand how to protect
ourselves and our privacy when using a computer.

The AP Create Performance Task:

The through course assessment is a performance task designed to gather evidence of student
proficiency in the learning objectives. The AP Create Performance Tasks (PT) is an in-class
assessment, administered by the teacher, that allows students to exemplify their learning through
an authentic, “real-world” creation. In the Create Performance Task, students will design and
implement a program to solve a problem, enable innovation, explore personal interest, or express
creativity. Their development process should include exploration, investigation, reflection, design,
implementation, and testing your program.

Students will gain the experience necessary to complete the Create Performance Task in class.
There are four practice PTs throughout the course in which students research topics in computing
and create their own digital artifacts. Sufficient time is set aside in the course for students to
prepare for and complete the Create Performance Task.

The AP Exam:
The AP Computer Science Principles end-of-course exam has consistent question types and
weighting every year, so you and your students know what to expect on exam day.

Section I: End-of-Course Multiple-Choice Exam

70 multiple-choice questions | 120 minutes | 70% of score | 4 answer options
e 57 single-select multiple-choice
e 5 single-select with reading passage about a computing innovation
e 8 multiple-select multiple-choice: select 2 answers

Section Il: Create Performance Task: Written Responses
30% of score



e Create Performance Task program code, video, and student-authored Personalized
Project Reference | 9 hours in-class
® 4 written response prompts | 60 minutes end-of-course exam
The second section of the AP Computer Science Principles Exam consists of a through-course
Create Performance Task where students will develop a computer program of their choice and an
end-of-course written response section where students demonstrate their understanding of their
personal Create Performance Task by answering four prompts. Students will be provided 9 hours
of in-class time to complete their program, video, and develop a Personalized Project Reference.

Course Breakdown

Module 1: Getting Started with Roblox Studio (3 weeks, 15 hours)

In this module, students will learn the basics of programming while becoming familiar with coding
in Roblox Studio. The basic lesson structure will include an introductory programming concept in
the CodeHS editor. Then, students will apply this concept to programming in Roblox Studio.

Subsection EKs Lessons / Topics
Programming AAP-2.A2
Languages AAP-2.A.3 What is Programming?
CRD-1.A1 Programming Languages
Lessons: CRD-1.A.2 Computing Innovations
What is Computer Science? CRD-2.B1
. AAP-3.B1 AAP-3.B.7 | Procedural Abstraction
Abstraction AAP-3.B.2 CRD-2.G.1 | Modularity
AAP-3.B.3 DAT-1.A.2 | Program Reuse
Mi_ AAP-3B.4  DAT-1.A5 | Digital Data (Bits)
Abstraction and APIs AAP-3.B.6 Reducing Complexity
. CRD-2.G1 CRD-2.B.5
Programmmg Style CRD-2.G.2 AAP-3.D1 | Program Documentation
AAP-2.M1  AAP-3.D.2 | Using Existing Code and Libraries
Lessons: o AAP-2M.3 AAP-3.D.3 | APls
Intro to Programming with Lua | cRp-2.81  AAP-3.D.4 | Commenting Code
Abstraction and APIs CRD-2.B.2 AAP-3.D.5
Debugging Strategies | CRD-2.11 Logic Errors
CRD-2.1.2 Syntax Errors
Lessons: CRD-2.1.3 Run-Time Errors
Debugging in Roblox Studio | CRD-2.1.5 Testing
Variables AAP-1.A1  AAP-1B.2 | Variable Names
AAP-1.A.2  AAP-1.B.3 | Assignment Operators




Variables AAP-1.A4 Variables as Abstractions
AAP-1.B1
CRD-2.B.4 AAP-2B.3
. . . CRD-2..5 AAP-2.B.4 | Program Behavior
Arithmetic Expressions CRD-2.J1 AAP-2.B.5 | Testing using Inputs
CRD-2.J.2 AAP-2.C1 Arithmetic Expressions
Lessons: CRD-2.J.3 AAP-2.C.2 | Order of Operations
Basic Math in Coding AAP-2A1 AAP-2.C3 | Modulus
Introduction to Programming | AAP-2.A.2  AAP-2.C.4 | String Concatenation
with Lua AAP-2A3 AAP-2.D1
AAP-2. A4 AAP-2.D.2

e-commerce.

Students

Example Activities and Big Idea/Computational Thinking Practice

Selling Rubies: In this activity, students create a function called sel11Rubies that sells all of
the rubies in the player’s inventory. The sel1Rubies function completes the following tasks:
calculates the amount of gold earned based on the number of rubies in the ruby inventory and
adds this to the variable storing the player’s gold, prints a message to the console, and updates
the variable storing the ruby inventory to O. As the player finds rubies and adds them to their
inventory, students call the sel1Rubies function to sell them and earn gold. This activity
requires students to design and create functions for repeated processes within their program.
[Big Idea AAP][Computational Thinking Practice 2]

Computing Innovations (as part of What is Computer Science lesson): In this activity, students
perform an online search for examples of computing innovations that have had an impact on
society, economy, or culture. The computing innovations must consume, produce, and/or
transform data. A computing innovation can be a physical object like a self-driving car,
non-physical software like a picture editing software, or a non-physical concept like

practice searching and evaluating sources relevant to computing innovations
write the definition of computing innovation in their own words
list 5 items that ARE computing innovations and 5 items that are NOT computing
innovations. For each one, explain the reason why it is or is not a computing innovation
e identify the data used in at least one computing innovation and explain how the data is
consumed, produced, or transformed by the given computing innovation.
[Computing Innovation 1, Prompt B][Big Idea IOC][Computational Thinking Practice 5]

Module 2: User Interaction and Control Structures (3 weeks, 15 hours)

In this module, students extend their understanding of programming in Lua to use control
structures to create more complex programs. Students also learn about the Humanoid object and
how to use Touched Events to make their programs interactive.




Subsection EKs Lessons / Topics
Control Structures
AAP-2.G.1 If/Else Statements (Selection)
Lessons: AAP-2.J1 For Loops and While Loops
Booleans and Conditionals AAP-2 K1 (lteration)
For Loops
While Loops
Comparison Operators | AAP-2.E1
AAP-2.F.4 Booleans
Lessons: AAP-2E2  AAP-2F5 | o ational Operators
Comparison and Logical AAP-2.F1 Operands
Operators AAP-2 F.2
Operators in Roblox AAP-2.F.3
Selection ﬁﬁi'gﬁ: AAP-21.2 | selection
AAP:2:L.é Conditional Statements
Lessons: AAP-2.H2 AAP-2L4 | Nested Conditionals
Booleans and Conditionals AAP-2H3  AAP-3E?2 Equivalent Boolean Statements
Random Numbers AAP-2.11 Random Numbers
lteration AAP-2K.2  AAP-2.L1
AAP-2.K.3 lteration
Lessons: AAP-2.L.2 Loops
While Loops AAP-2K.4 AAP-2.L5 | Different but Equivalent Algorithms
For Loops AAP-2 K.5
AAP-2. A4
AAP-2.M.2
AAP-2.B1
Designing Algorithms | AAP-4.A2 Sequencing, Selection, Iteration
AAP-2.B.2 Clarity and Readability
Lessons: AAP-4. A4 Using Existing Algorithms
Algorithms AAP-2.B.6 Optimization and Efficiency
AAP-4.A.5
AAP-2.B.7
AAP-4. A6
AAP-2.0.4 Using Existing Algorithms
Algorithm Efficiency DAT-2.D.3 Search Tools
AAP-2.0.5 Linear Search
Lessons: AAP-2.P1 Binary Search
Algorithms AAP-2.P.2 Algorithm Efficiency

AAP-2.P.3

Heuristics




AAP-4. A1

AAP-4.A3
AAP-4.A7
AAP-4.A8
AAP-4.A9

Example Activity and Big Ildea/Computational Thinking Practice

Can You Pick the Lock?: Students write a program that uses a for loop to simulate a player
trying to pick a lock to open a treasure chest. To pick the lock, the player must get the
lockStrength variable to O. The player has three attempts to open the lock. After the player
has tried to open the lock three times (after the for loop), students print a message that says
whether or not the player was able to open the treasure chest.

This activity requires students to use multiple program statements in a specific order as well as
implement iteration to solve a problem.
[Big Idea AAP][Computational Thinking Practice 1][Computational Thinking Practice 2]

Module 3: Practice PT: Pair-Programming Obby (3 days, 3 hours)

In this practice performance task, students will practice and use pair programming to create an
obby (obstacle course) that utilizes at least six parts, a script, a function, a loop, variables, and a
conditional statement.

Subsection EKs Lessons / Topics

CRD-1.A.3 CRD-2.F.7 | Collaboration
CRD-1.A.4  CRD-2.G.1 | Diverse Perspectives
. CRD-1.B.2 CRD-2.G.3 | Bias Avoidance
Co"abora,tlor? and CRD-1.CA1 CRD-2.G.4 | Pair-Programming
Communication CRD-2.F.5 CRD-2.G.5 | Design and Planning
CRD-2.F6 CRD-2.H.1 | Program Documentation
CRD-2.H.2 | Acknowledgement of Reused Code

Example Activity and Big Ildea/Computational Thinking Practice

Build Your Obby!: Following the milestones and the pseudocode plan that students have laid
out, students use pair-programming to write the code for their obby. They then test their code
along the way to make sure they have solved each milestone. This activity allows students to
develop something completely unique with their programming skills and implement a
successful algorithm of their own design.

Students then reflect upon and answer the following questions:
1. Program Design, Function, and Purpose: Identify the programming language and
purpose of your program.
2. Program Design, Function, and Purpose: Identify an expected user of your program.
Describe one way your program’s design meets the needs of this user.




in an error.

[Big Idea CRD][Computational Thinking Practice 2]

3. Algorithm Development: Identify an algorithm or function that is fundamental for your
program to achieve its intended purpose. Describes in general what the identified
procedure does and how it contributes to the overall functionality of the program.

4. Algorithm Development: Consider the first iteration statement in your program. |dentify
the number of times the body of your iteration statement will execute. Describe a
condition or error that would cause your iteration statement to not terminate and cause
an infinite loop. If no such condition or error exists, explain how the loop could be
modified to cause an infinite loop.

5. Error and Testing: Consider the first procedure (function) in your program. Describe a
change to your procedure that will result in an error. Explain why this change will result

Module 4: Parameters and Return Values (3 weeks, 15 hours)
In this module, students learn how to write reusable code with functions and parameters.

Subsection EKs Lessons / Topics
AAP-1.C.4 CRD-2.C5
User Input AAP-3A6 CRD-2.C.6
AAP3A9 CRD-2D2 |USerinput
Lessons: CRD—2‘ C 5 T Adding Proximity Prompts to Parts
User Input CRD-2.C3
CRD-2.C.6
. AAP-3.A3
Functions and CRD-2.D.2
Parameters AAP-3.A.4 User and Application Input
CRD-2.B.3 Program Output
Lessons: AAP-3.B.5 Procedures
Parameters CRD-2.C4 Parameters
Parameters in Roblox AAP-3.C1 Retturn VE'3|L!€‘S ‘
Return Values AAP-3.A1 Using Existing Algorithms
Return Values in Roblox AAP-3.C.2
AAP-3.A.2
AAP-2.M.2

Your character is a(n) Wizard.

Example Activity and Big Ildea/Computational Thinking Practice

Character Generator: Students write a program with a function that generates a character with
two random traits. This function should take two parameters which are the two traits the
student chooses. These can be characteristics such as character type (elf, human, orc, etc.),
strength, charisma, or agility. The function should print a statement that describes the
generated character. For example:




Your power: Your strength is that of the average human, but
your wits are envied by others.

Students need to consider the function abstractly as a means for taking specific data via the
parameters and creating a unique output (the random character) based on those inputs.
[Big Idea AAP][Computational Thinking Practice 3]

Module 5: Practice PT: Scavenger Hunt (3 days, 3 hours)
In this practice performance task, students will create a scavenger hunt in Roblox.

Example Activity and Big Ildea/Computational Thinking Practice

Create a Scavenger Hunt! In this activity, students create a scavenger hunt in Roblox. They will
work on creating milestones and using pseudocode to program game instructions that direct
the user to find items hidden in the world. They will iterate and test their code along the way to
make sure they have solved each milestone

[Big Idea CRD][Computational Thinking Practice 4]

Module 6: Data Structures (3 weeks, 15 hours)

In this module, students learn about arrays as a way to store data more efficiently in their
programs. They learn how to loop through arrays to access elements within an array and how to
use folders to organize parts in Roblox Studio.

Subsection EKs Lessons / Topics
DAT-1.A1
. AAP-1.A1

Basic Data Structures AAPLC1
AAP-1.C.2 Data Values

Lessons: AAP-1.C.3 Arrays and Elements

Intro to Arrays and Accessing AAP-1.D.6 Indices

an Element in an Array AAP-1.D.7 Array Procedures

Adding and Removing AAP-1.D.8

Elements from an Array AAP-2.N.2
AAP-2.N.1
AAP-1.D1
AAP-1.D.5

Data Abstractions DAT-2.E.4 Data Abstraction
AAP-1.D.2 . .
AAP-1D.3 Translating and Transforming Data

Lessons: g Filtering and Cleaning

Looping Through Arrays AAP-1.D.4 Patterns

Finding an Element in an Array DAT-2.E.2
DAT-2.D.4
DAT-2.E.5

10



DAT-2.D.6

. . AAP-2.01
Traversing a List AAP2.0.2
AAP-3.C1
Lessons: AAP-3.C.2 Extract and Modify Information
Looping Through Arrays AAP-3.A.6 Traversing a List
Adding and Removing AAP-2.0.3 lteration Statements
Elements from an Array AAP-3.A5
Finding and Element in an AAP-3.A7
Array AAP-3.A.8
AAP-3.E1
AAP-3.F1
AAP-3.F.2
Simulation ﬁﬁigii Simulations as Abstractions
. . AAP-3.ES Bias in Simulations
Lessons: o Random Number Generators
Simulation AAP-3.F.6
AAP-3.F.7
AAP-3.F.8

Example Activity and Big Idea/Computational Thinking Practice

Park Clean Up: Students write a program in Roblox where the player helps clean up a local
playground. Students will use arrays to add a touched event to each piece of litter and to keep
track of the litter the player has collected. Once all of the litter has been collected, the program
will print a celebratory message to the console. This program requires students to use data
stored in the litter array, touched events, and loops to enable the player to interact with the
litter objects and collect them.

[Big Idea DAT][Computational Thinking Practice 2]

Module 7: Digital Information (3 weeks, 15 hours)
In this module, students learn about the various ways to represent information digitally including
number systems, encoding data, programmatically creating pixel images, comparing data

encodings, and compressing and encrypting data.

Subsection EKs Lessons / Topics

CRD-2.C1 DAT-1.A.7 Computing Devices

Number Systems CRD-2.D1  DAT-1.B1 | Abstraction
CRD-2.J.2 DAT-1.B.2 Program Input and Output

Lessons: CRD-2.J3  DAT-1.B.3 Bits and Bytes

Intro to Digital Information CRD-2.14 DAT-1.CA1 Overflow Errors

Number Systems DAT-1.A.2 DAT-1.C.2 [ Range of Value Limits
DAT-1.A.3 DAT-1.C.3 Binary and Decimal Systems

11




DAT-1.A.4 DAT-1.C.4
DAT-1.A.5 DAT-1.C.5
DAT-1.A.6

DAT-1.A.8 DAT-1.D.4
DAT-1.A.9 DAT-1.D.5
DAT-1.A10 DAT-1.D.6

Data Compression
Lossless Data

Lessons: DATAD1  DATAD7 | LOSSyDate
Data Compression DAT-1.D.2 DAT-1.D.8 Digital and Analog Data
Lossy Compression DAT-1.D.3
AAP-4.B1
Cryptography AAP-4.B.2 Decidable Problems
AAP-4B.3 Computer Viruses
Lessons: I0C-2.B.8 Encryption
Cryptography IOC-2.B.5

Example Activity and Big Ildea/Computational Thinking Practice

Reflection: Caesar Cipher: Students first explore the Caesar Cipher by encrypting and
decrypting a message, and then they explore a program that easily cracks a Caesar Cipher by
using brute force. Students then reflect on the limited strength of the Caesar Cipher as an
encryption method. This activity encourages students to consider encryption strength as a
security issue which can be expanded to how we create a safer computing culture.

[Big Idea IOC][Computational Thinking Practice 6]

Roblox Simulation Activity: CodeHS Escape Rooms

This simulation is a single-player game that takes place in Karel’s castle. Students are lost in the
castle and need to find their way out of multiple rooms in order to explore the remainder of the
castle. In the first room, students convert a randomly selected number in decimal format to a
binary sequence using torches. Students discover RGB values hidden in the second room in
order to add some color to the large banner hanging in the room. Correctly solving the puzzles
in each room will open doors to other locations in Karel’s castle.

Module 8: Practice PT: Create a Color Filter (3 days, 3 hours)

In this practice performance task, students will create two custom color filters in Roblox studio.
The player will be able to apply a color filter to a "pixel image" by pressing the button for that
filter. Students can choose this practice PT or the following one.

Example Activity and Big Idea/Computational Thinking Practice

Create Your Own Color Filter: In this activity, students create two custom color filters in Roblox
studio. Each color filter function applies a different filter by manipulating the red, green, and
blue values of an object’s Color property. Students test their color filters throughout the
process, and experiment with different ways of modifying the pixels.

[Big Idea CRD][Computational Thinking Practice 1]

12




Module 9: Practice PT: Steganography (3 days, 3 hours)

In this practice performance task, students will encrypt a secret message within the color code of
Roblox parts! The player will be able to decrypt the message by clicking on each part. Students
can choose this practice PT or the previous one.

Example Activity and Big Ildea/Computational Thinking Practice

Create a Steganography Cipher: Students use a form of cryptography called steganography to
hide a secret image inside of a cover image. They are required to use a solid degree of
abstraction since several functions will be required for each part of the encoding and decoding

computing.

[Big Idea IOC][Computational Thinking Practice 3]

process. This also continues their consideration and discussions of privacy issues in

Module 10: The Internet (2 weeks, 10 hours)

In this module, students explore the structure and design of the internet, and how this design

affects the reliability of network communication, the security of data, and personal privacy.
Students will learn about the protocols and algorithms used on the internet and the importance of

cybersecurity.
Subsection EKs Lessons / Topics
Internet Hardware and
Addresses CSN-1.A1  CSN-1.A.8
CSN-LA2  CSN-1B.3 Er:;opclj’t'; o Devices
Lessons: ggmlﬁi CSN-1.B.4 Computer Networks
Welcome to the Internet o Bandwidth
Internet Hardware CSN-1.A7
Internet Addresses
CSN-1.A5 CSN-1E.2
Routing CSN-1.A6  CSN-1E.3 | Routing
CSN-1.B.5 CSN-1.E.4 | Scalability
Lessons: CSN-1.B.6  CSN-1E.5 | Fault-Tolerance
Routing CSN-1B.7 CSN-1.E.6 | Redundancy
CSN-1.E1 CSN-1.E7
CSN-1.B1  CSN-1.D1 Datastreams
Packets and Protocols CSN-1.B2  CSN-1D.2 | o
CSN-1.C1  CSN-1.D.3
IP, TCP, UDP
Packets and Protocols CSN-1.C.3  DAT-2.B.3 Metadata
CSN-1.C.4 DAT-2.B.5
DAT-2.C.7 CSN-2.A.6 | Parallel Systems
C ti Syst DAT-2.C.8 CSN-2.A7 | Scalability of Systems
omputing Systems CSN-2.A1 CSN-2.B1 Sequential Computing
CSN-2.A.2 CSN-2.B.2 | Parallel Computing

13



Lessons: CSN-2.A.3 CSN-2.B.3 | Distributed Computing
Sequential, Parallel & Distributed | CSN-2.A.4 CSN-2.B.4 | Efficiency of Solutions
CSN-2.A.5 CSN-2.B.5 | Speedup

IOC-1.A1 IOC-1.E.2
IOC-1.A.3 IOC-1.E.3
IOC-1.A4 IOC-1.E.4
IOC-1.A5 IOC-1.E.5
I0C-1.B1 IOC-1.E.6 | Computing Innovations
I0C-1.B.2 IOC-1.FA1 Unintended Effects
I0C-1.B.3 IOC-1.F.2 | Impact on Society
I0C-1.B.4 IOC-1.F.3 | Rapid Sharing

Impact of the Internet

Lessons: IOC-1.B.5 IOC-1.F.4 | Digital Divide
The Impact of the Internet IOC-1B6  IOC-1F5 | Citizen Science
Creative Credit and Copyright | joc1.c1 I0C-1F6 | Crowdsourcing

I0C-1.C.2 IOC-1.F.7 | Creative Credit and Copyright
IOC-1.C.3 IOC-1.F.9
I0OC-1.C4 IOC-1.F10
I0OC-1.C.5 IOC-1.F.11
IOC-1.E1

IOC-1.F.8 I0C-2.B.5
I0C-2.A1 I0C-2.B.6 | Legal and Ethical Concerns
I0C-2.A7 I0C-2.B.7 | Personally Identifiable Info (PII)
I0OC-2.A.8 10C-2.B.9 | Digital Footprint

Cybersecurity IOC-2.A.9 10C-2.B10 | Authentication
I0C-2.A11  10C-2.B.11 | Certificate Authorities (CAs)
Lessons: I0C-2.A12 10C-2.C1 | Computer Viruses

IOC-2.A15 10C-2.C.3 | Phishing

I0C-2.B1 I0C-2.C.4 | Keylogging
I0C-2.B.2 10C-2.C.5 | Rogue Access Points
I0OC-2.B.3 10C-2.C.6 | Encryption
I0C-2.B4 10C-2.C7

Example Activity and Big Idea/Computational Thinking Practice

Reflection: Unintended Effects - Students consider the WWW, targeted advertising and machine
learning and data mining as examples of computing innovations. They also learn that
responsible programmers try to consider the unintended ways their computing innovations can
be used and the potential beneficial and harmful effects of these new uses although it may not
be possible for a programmer to consider all the ways a computing innovation can be used.

They then consider Pokemon Go (from the previous video) or research another innovation that
had unintended effects. Students answer in their reflections:

1. What were the intended effects and what were the unintended effects?
2. Explain beneficial and harmful effects of at least one other computing innovation on
society, economy, or culture.
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[Computing Innovation 2, Prompt A][Big Idea IOC][Computational Thinking Practice 5]

Packets and Protocols: The Story of the Internet - In their own words, students tell the story of
downloading an image from a website on the internet. They tell the story step by step of how
their computer finds the relevant server, requests information from the server, and receives it.
Students are required to include distinctions between the internet and the World Wide Web,
such as:

e The World Wide Web is a system of linked pages, programs, and files.

e HTTP is a protocol used by the World Wide Web.

e The World Wide Web uses the Internet.
[Big Idea CSN][Computational Thinking Practice 5]

Roblox Simulation Activity: Routing Ruckus

In this game, students must navigate between cities and towns while connecting network
cables to floating hubs. Successfully completing the network with a high level of fault tolerance
will award the student with a Roblox Network Navigator badge. This experience allows up to
two players in each simulation at a time. Both players can work together to complete the
network, but watch out for the UFO!

Module 11: Project: Effects of the Internet (3 days, 3 hours)

In this project, students will choose an innovation that was enabled by the Internet and explore
the positive and negative impacts of their innovation on society, economy, and culture. Students
will develop a computational artifact that illustrates, represents, or explains the innovation’s
purpose, function, or effect.

Example Activity and Big Ildea/Computational Thinking Practice

The Effects of the Internet: Students provide evidence of the extensive knowledge they have
developed about a chosen Internet-based innovation and its impact(s). Students include
citations, as applicable, within their written responses.

Within their computational artifact, students explain at least one beneficial effect and at least
one harmful effect the Internet-based innovation has had, or has the potential to have, on
society, economy, or culture. They also identify data privacy, security, or storage concerns for
their computing innovation.

[Computing Innovation 3, Prompt C][Big Idea IOC][Computational Thinking Practice 5]

Module 12: Data (1 week, 5 hours)

In this module, students will explore using computational tools to store massive amounts of data,
manipulate and visualize data, find patterns in data, and draw conclusions from data. Students will
consider how the modern wealth of data collection has impacted society in positive and negative
ways.
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Subsection EKs Lessons / Topics

Visualizing and B:¥§§12 Bﬁ;igz Filtering and Cleaning Data

Interpreting Data DAT2.C1 DAT.2Eq | Patterns and Trends
Search Tools

DAT-2.D1  DAT-2.E.2 Tables, Diagrams and Displays
Lessons: DAT-2.D.2 DAT-2.E3 > 21ag play

Getting Started with Data DAT-2D3 DAT-2.ES5 Interagiye Visualizations
Visualizing and Interpreting Data | DAT-2.D.4 Combining Data Sources

) DAT-2.A.3 DAT-2.C.2
Collecting Data and Data |par-2.A4 DAT-2.C3
Limitations DAT-2.B1 DAT-2.C.4 ) .
DAT:2B2 DAT2CS || 200 8 D o e
Lessons: DAT-2.B.3 DAT-2.C.6 Bias

: T DAT-2.B.4 DAT-2.D.6
Data Collection and Limitations i i
DAT-2B.5 CRD-2F3 Surveys, Testing, Interviews

Metadata
Correlation

Example Activity and Big Idea/Computational Thinking Practice

Importance of Metadata: Students consider how metadata can increase the effective use of
data or data sets by providing additional information. They consider the importance of
metadata and reflect on why metadata is important for a data set, how metadata help in finding
specific data, and what metadata should reveal about the data.

[Big Idea DAT][Computational Thinking Practice 5]

Module 13: Project: Present a Data-Driven Insight! (3 days, 3 hours)

In this project, students will work with a partner to answer a question of personal interest using a
publicly available data set. Students will need to produce data visualizations and explain how
these visualizations led to their conclusions. They will develop a computational artifact that
illustrates, represents, or explains their findings, and communicate their findings to their
classmates.

Example Activity and Big Idea/Computational Thinking Practice

Present a Data-driven Insight: Students consider how the amount of collected data impacts our
lives in ways that require considerable study and reflection for us to fully understand them.
Students explore a question that can be answered by analyzing a dataset. They form a
question and use visualization techniques to analyze the data to answer the question.

[Big Idea DAT][Computational Thinking Practice 6]

Module 14: Project: Impact of Computing (3 days, 3 hours)

In this project module, students will explore computing innovations, reflect on how data can be
collected and used, and consider the privacy and security concerns when personal information is
collected.
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Subsection EKs Lessons / Topics
I0C-2.A.2 10C-2.A10 . .
I0C-2.A.3 10C-2.A14 é:lr;a:l:[lt%re?]rtllr?gvations
Computing Innovations | 0C-2.A4 10C-1LFM 9
Data Input and Output
I0C-2.A5 CRD-1A Data Privacy and Securit
IOC-2.A6 CRD-1A.2 Y y

Modules 15 & 16: Create Performance Task and AP Exam Review (3 weeks, 15 hours)
This time is set aside for students to prepare for the Explore MCQ and create their AP Create
Performance Task. Students will be given the chance to review course content and practice the
skills necessary to complete the Create Performance Task. The Create PT will be administered

over 9 hours of class time.

Example Activity and Big Idea/Computational Thinking Practice

Create Performance Task: Students develop a program of their choice. Their development
process includes iteratively designing, implementing, and testing their program. Students are
strongly encouraged to work with another student in their class.

[Big Idea AAP][Computational Thinking Practices 1-4]

Module 17: Creative Development (2-4 weeks, 10-20 hours)

In this module, students will brainstorm their own final project, discuss their ideas with their peers,
scope their project to fit within the time constraints of the class, plan out milestones for
incremental development, and create their own final product from scratch. This project allows
students to think creatively about the applications of the concepts covered in the course, and

create something of personal value.

Subsection EKs Lessons / Topics
CRD-1A.4  CRD-2E4 Computing Innovations
. . 1le CRD-1.A.5 CRD-2.F1
Pesign Thinkdng | cro1ae  croizrz |Cevibement vocess
CRD-2A1 CRD-2.F5 Desgi’ ’ Phgse
Lessons: CRD-2A.2 CRD-2.F6 gn Fhase
Intro to Design Thinking CRD-2.E1 CRD-2.F7 Communication
. o Collaboration
CRD-2.E.2 IOC-1.A.2
Brainstorm, Prototype & CRD-2.E.2 CRD-2.F4 Development Process
Test CRD-2.F.7 CRD-2.F.3 | User Testing
es CRD-1A5 10C-ID1 | User Research
CRD-1.A6 IOC-1.D.2 | Diverse Perspectives
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Lessons: CRD-1.A4 IOC-1.D.3 | lterative Development
Prototype CRD-2.E3 I0C-1.FN Human Biases
Test Legal and Ethical Concerns

Project Prep and

Development
CRD-1.B1 Online Collaboration Tools

Lessons:
Project Prep and Development

Example Activity and Big Ildea/Computational Thinking Practice

Roblox User Experience Analysis: Students search for 2 websites or apps, one with a good Ul
and one with a not-so-good Ul. They learn to discriminate features of solid Ul design in terms of
accessibility and more before moving onto prototyping their creative project for the unit.

Students analyze two Roblox experiences through the lens of user experience. As students
play through each experience, they consider the following questions:

Is the purpose of the game clear?

How easy is it to figure out how to play the game?

Is it clear where to go and what to do?

Are there any moments of confusion?

Cite specific aspects of the game that enhance or detract from the user experience of
playing the game.

Through this analysis, students learn to discriminate the features of solid user experience
before moving on to prototyping their creative project for the unit.
[Big Idea CRD][Computational Thinking Practices 6]
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